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Abstract

Web applications are currently among the most often used methods by businesses
to engage with their clientele and offer their services. Those applications ought
to be safe and compliant with security standards. It is the responsibility of
penetration testers to ensure that there are no vulnerabilities that an attacker may
exploit, delete, or expose data on the Internet. Thus, the most effective and
straightforward method of web application penetration testing is to use automated
vulnerability assessment tools; yet, there are advantages and disadvantages to
employing these tools. Thus, using the incorrect tool could result in known,
anticipated, or undetected vulnerabilities that could allow intrusions. In this study,
we assess automated web penetration testing tools using the OWASP Benchmark
for vulnerabilities. As an improvement for web penetration testers and penetration
testers in the real world, this research employed comparative analysis of
penetration testing tools for discovering web app vulnerabilities to assist the
process of choosing the right tools based on penetration tester specifications. we
performed two scanners, the results showed that OWASP ZAP scored the higher
results than Wapiti3. The total amount of vulnerabilities that ZAP found is (11
high, 7 medium, 5 low level and 10 informational). OWASP ZAP covered the
next categories: 54% command injection, 64% insecure cookie,11% path
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traversal, 52% sql injection, 69% cross-site scripting (XSS) and average score of
this tool is 23%. Wapiti3 covered only following categories: 11% path traversal,
56% sql injection, 56% cross-site scripting (XSS) and 11% is average score of
this tool.

Keywords: Web-application penetration testing; vulnerability detection
scanners; penetration testing tools; web application scanners.

1- Introduction

Web apps are become a necessary component of everyday life, yet many of them
include significant security vulnerabilities that could be exploited to disastrous
effect. Attack strategies are changing in tandem with the advanced technology
required to produce these applications [1]. According to Symantec's 2019 Internet
Security Threat Report, there was a 56% rise in web based attacks in 2018 and
that 30 to 40 million threats were discovered per month on averagel. Web
application exploitation has been overused against internet based applications in
recent years. The technique of simulating cyberattacks against the target system
is known as penetration testing. The aim of pen-test is to find vulnerabilities by
carefully breaking into a network or web application environment. A penetration
tester and a hacker vary in that the former does the test under license, consent,
and a signed contract [2]. To find vulnerabilities in software application or web-
application design, coding, and configuration of server that result from insecure
development techniques we use the web application penetration testing also
known as Pen-testing. One of the requirements for using web application
penetration testing is to ensure that user testing authentication it does not cause a
data breach due to user authentication. To verify secure browser and server
configurations must evaluate the web application for security flaws and
vulnerabilities like cross-site scripting (XSS) and identifying features that may
lead to minimal flaws and guaranteeing web server and database server security
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[3]. The essential demand for identifying security flaws and vulnerabilities that
hackers can take advantage of is using pen-testing [4]. Automated penetration
testing tools are several, available and they all have different features and
functionalities. It is important to note that the specifications which are available
for these automated penetration testing tools are diverse, ranging from scanning
a simple one-page web application to scanning a complicated more than one-layer
application with multiple workflows at an enterprise level. Benchmarking is a
common process used to evaluate the efficiency of web security scanners. Web
Input Vector Extractor Teaser is one of the famous benchmarks for web
vulnerability scanners (WIVET) [5], the Open Web Application Security Project
(OWASP) is a charity committed to enhancing software security [6] like the Web
Application Vulnerability Scanner Evaluation Project (WAVSEP) benchmark.
Depend on True positive, True Negative, False Positive, and False Negative
metrics, utilize the OWASP benchmark for checking the efficacy of two open-
source web vulnerability scanners (OWASP ZAP and Wapiti3), is the main goal
of this study. These metrics qualify us to provide a comprehensive study of the
results and reach out to evaluation for each scanner. The OWASP benchmark
utilize these metrics to locate how well a scanner implement.

2- Background

This chapter begins with a study of penetration testing. It outlines penetration
testing procedures and discusses a portion of the research works. The remainder
of the chapter discusses several automated penetration testing tools and
approaches used in this field of study.

2.1 Penetration Testing

Pen test are another name for penetration testing. Penetration testing is a sort of
security testing that mimics cyberattacks to identify system or network
vulnerabilities before attackers are able to exploit them in the real world, as
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defined by the National Institute of Standards and Technology (NIST) [7]. A
software or hardware flaw in a system that could permit unauthorized use is called
a vulnerability [8].Put differently, the aim of penetration testing is to strengthen
system security, not to steal or unlawfully access data. It provides highly intuitive
insight into existing system security issues for target system admins [9]. Large
organizations have been using penetration tests more frequently to safeguard
their services and information systems. This enables organizations to address
security flaws before they are exploited [10]. Two varieties of penetration testing
exist: 1) manual testing and 2) automated testing.

2.1.1 Automated Vs Manual Penetration Testing

The sophistication of cyberattacks is driving an increasing number of businesses
to employ security measures. A trillion dollars spent on cybersecurity in the year
2021. It 1s anticipated that the size of the worldwide PT market will increase from
USD 1.7 billion in 2020 to USD 4.5 billion by 2025 [11]. PT i1s a difficult, costly,
and time-consuming process. Furthermore, the proficiency and expertise of a
penetration testing team or individual greatly influences the test results. The use
of automated PT tools and processes is necessary to increase efficiency. The time,
expense, and human labor involved in the collection, processing, and utilization
of information can all be greatly decreased with automation.

The degree of automated PT can be divided into four categories [12]:

1- Level 4: Fully autonomous: The system can do any PT task on its own.

2- Level 3: Partially autonomous: The system possesses semi-autonomous
capabilities to execute PT tasks. In this instance, human specialists are
continuously monitoring the system.

3- Level 2 decision-making assistance mode: the system works in tandem with
the human expert to support him or her in making decisions.

4- Learning mode (level 1): While the human tester does PT, the system operates
in the background, learning from human decision-makers in the field.
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2.2 Methodology of Penetration Test
There are three fundamental PT kinds:

1- Black box
2- White box
3- Gray box

Black box , this kind of test is also referred to as a "Zero Knowledge" test since
the tester is ignorant of the foundational structure and application [13].It depends
exclusively upon information gathered from the web app. The majority of
automated scanners are built with black box testing capabilities.

White box , the penetration tester gets exposure to all web application details,
comprising the server configuration information, user privilege information, code
for the application, and infrastructure diagrams. This test, both Both static and
dynamic code analyzers are used. The term "full information test" refers to it [13].
Gray box , it combines black box and white box testing. In this case, The
infrastructure and the target web-based app are both known to the penetration
tester. The tester has application user credentials to enable them to test and find
internal vulnerabilities in addition to business logic [13]. When set up properly,
automated tools can carry out grey box testing. Grey box testing is not something
that an automated tool can undertake on its own; occasionally, manual
intervention and setting are needed.

3- Problem statement

Web applications are of great importance in our daily lives because of the crucial
role that these applications play in financial and social activities. At the same
time, hackers are increasingly exploiting web applications. With the development
of the technologies used to exploit these applications, it has become difficult to
develop a completely secure web application. However, it is necessary for every
organization that deals with sensitive information to ensure the security of this
information. Manual testing of vulnerabilities in these applications requires time
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and effort, in addition to being expensive. While using vulnerability scanning
tools for web applications is a solution to the problems of manual testing, So it is
necessary to examine The efficiency of the selected tools . These tools must be
able to test application vulnerabilities such as Command Injection, Cross-Site
Scripting, Insecure cookie, Light Weight Access Protocol (LDAP) Injection, Path
Traversal, SQL Injection. This research was undertaken with the aim of compare
the automated penetration testing tools by using a framework .We using
automated penetration testing tool case studies to explain the frameworks
efficiency and usability .Then discuss the statistical investigations of the
outcomes obtained from the penetration testing tools.

4- Related Work

The challenge of selecting the appropriate vulnerability detection tools is one that
many developers of security- Web services encounter. Current modern tools are
not very efficient in terms of vulnerability detection and false positives rates,
according to both research and practice. The primary problem is that these tools
are meant to be used in very specific environments, which limits the detection
approaches they may use. As a result, employing the wrong tools for finding
vulnerabilities could lead to the deployment of vulnerability services that are not
recognized [14].

In terms of both the quantity of ports found and the tool's discovery time, the
authors [7] examined a number of scanning tools. These tools produced a
comparative study of the outcomes, which was used to determine which
tools were the most effective. After explaining how each step of penetration
testing is carried out using the proper tools, the most crucial part of the process is
determining a tool's reliability. Therefore, the comparison of four distinct port
scanning tools was the main emphasis of this project in order to show how
effective they were against the same target. These tools are (Nmap, Dmitry,
sparta, unicornscan). The evaluation of port scanning tools reveals that, in terms
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of identifying the open ports, sparta was the most effective tool. demonstrates
that, with the GUI, it was also very user-friendly compared to typing a command
in the bash shell, like Dmitry and unicorn scan do.

The authors [15] used Ontology PT and the BDI model to automate PT in real
time. In real-world situations, issues like interactivity, dynamic, uncertainty, and
complexity can all be handled by the BDI model. Based on SWRL rules for reuse
of knowledge and reasoning, the ontology is created for PT. The BDI model can
improve its reasoning capacity and determine linkages between targets and
vulnerabilities based on Ontology PT. Furthermore, in order to assess loT
security, this thesis has suggested a PT methodology for [oT and its automation
that is based on the BDI model. The genuine experiment findings, which include
Linux, Windows XP, and Windows 7, show that the BDI model performs better
than the manual and other methods now in use. By enlarging the action space and
plan, the BDI model may accomplish more intricate and thorough automated
attacks on a variety of targets.

The authors [1] evaluate two open source web scanners (ZAP and Arachni)
against the OWASP benchmark, they compare the results from the previous
benchmark with those of the Web Application Vulnerability Security Evaluation
Project (WAVSEP) , a widely used benchmark for assessing the efficacy of
scanners. The extent to which each scanner performs differently in a given
category is shown by the results of the comprehensive evaluation. For this reason,
It cannot be said that there is a comprehensive scanner to detect all vulnerabilities
in a web application. But after using two benchmarks to assess two scanner
showed that ZAP outperformed Arachni in the SQLI, XSS, and CMDI
categories. In contrast, Arachni scored significantly better in the LDAP category.
These two scanners' performances varied significantly between the OWASP
benchmark and the WAVSEP benchmark. The WAVSEP benchmark showed
significantly higher ratings than the OWASP benchmark for all four vulnerability
areas and both scanners. This indicate the OWASP benchmark is harder than the
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WAVSEP benchmark in these four vulnerability categories. It would be better to
use the OWASP benchmark as the primary target for evaluating a scanner on
these four vulnerability categories, with the WAVSEP benchmark serving as a
backup goal to supplement the evaluation findings.

The authors [16] used DVWA and WebGoat, two vulnerable web apps in a study
of comparison to determine how well eight web vulnerability scanners (WVSs)
could detect vulnerabilities. Among these eight WVSs that were examined,
OWASP ZAP, Skipfish, Arachni, Vega, and IronWASP were the five open-
source scanners, and Acunitix, HP Webinspect, and IBM Appscan were the three
commercial tools. The measures used to evaluate performance are five: the
WASSEC, OWASPWBE, Youden index, precision, and recall. The results of the
experiment demonstrated that while commercial tools were successful in
identifying security flaws, open-source tools like ZIP and Skipfish were also
successful in identifying some flaws (such as SQL injection, cross-site scripting,
and command execution).

The authors[17]in this study identify potential threats and assess their potential
impact by employing the vulnerability assessment and penetration testing
(VAPT) technique. This information was then presented to the proprietor of the
system via an appropriate framework for engagement that facilitated methodical
measurement. For the goal of the research, government websites have been
selected in order to illustrate the present trend that took place in cyber community,
especially in Indonesia. Numerous vulnerabilities that present 2 (two) serious, 6
(six) medium, and 2 (two) moderate levels of risk have been identified by this
investigation. Directory listing, full path disclosure, PHP information disclosure,
folder webserver disclosure, and other potential risks are some of these

vulnerabilities.
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4- Research Methodology

We talk about the research methods in this part. The processes used in our
research approach to compare and assess the chosen web application pen-testing
tools are depicted in Figure 1.

Design of a
Framework
for
Evaluation
Criteria

Experimenta
| Results

Enviroment
Setup

Tools

Selection Comparison

)

Figure 1: Research Methods

3.1 Tools Selection

We have selected two tools (OWASP ZAP and Wapiti3) using their most recent
version that have not yet been tested, to the best of our knowledge. These tools
were separated into two groups. 1) Scanner tools; 2) Proxy tools. In addition to
being used as web proxy, the proxy tools also contain built-in scanner tools [18].
More precise control over the desired request-response interaction is possible
with these kinds of technologies. Additionally, it makes it very easy for
penetration testers to scan post-login requests. Manual penetration testing is
possible for testers due to the proxy component. The scanner tools are stand-alone
scanners that are used to do automated scans in Point and Shoot (PaS) setups.

3.1.1 OWASP ZAP

One gratis, open-source pen-test tool is Zed Attack Proxy (ZAP). ZAP is
extendable and adaptable, and it was created especially for testing web
applications. Fundamentally, ZAP functions as a "man-in-the-middle proxy." It
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acts as a barrier between the web application and the tester's browser, allowing it
to inspect and intercept communications transmitted back and forth between the
two, change their contents as necessary, and then forward those packets to their
intended location. Many features are offered by ZAP proxy tool, including code
review vulnerability detection, web socket, SSL, in-app browser for manual
testing, spider tool, active and passive scanners. OWASP ZAP is Graphic user
interface (GUI) [19].

Wapiti3

Wapiti permit you audit your websites' or web apps' security. It crawls the
deployed web application's webpages in search of scripts and forms where it can
inject data, performing "black-box" scans of the application (it does not check the
source code). Wapiti operates as a fuzzier once it has the URLs list, forms, and
inputs; it injects payloads to check if a script is vulnerable. Wapiti operates as a
command-line program [20].

3.2 Creation of an Evaluation Criteria Framework

The first goal of our research is covered in this section. This section explains our
comparison matrix framework. We used a framework that is comparable to their
approaches after taking into account other web application scanner assessment
frameworks, such as [1, 14, 18, 21-23]. However, we employed important
parameters to evaluate scanners accurately. We shall go into great detail about
the parameters chosen for our matrix. We will be analyzing the web application
scanners based on sixteen different parameters. We used a comparative
evaluation of tools based on scores. There is a maximum 5-points system for each
important parameter as follows: -

1- Tool type: Two categories of tools exist: Graphic user interface (GUI) and
Command-line interface (CLI). The majority of pen- tester in PEN-testing web
applications preferred the GUI interface rather than CLI. We will also talk about
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whether the tool is a scanner that interacts directly with the target for scanning,
or a web proxy that operates by intercepting a browser request.

2- Penetration Testing method: Current scanning tools are capable of capturing
web application sessions and identifying source code variances in web
applications. The majority of tools for automated PEN testing of web applications
employ the black box test technique throughout authenticated scans. The
penetration testing type results :

1: Only employ the black box method.

2: Gray box and black box method.

3: Testing methods include black box, gray box, and white box.

3- Varieties of crawling: One kind of scan is called crawling, which includes
map the application request by request. The links that the crawler finds during the
process are saved, and then uses those links later on for scanning. Crawling comes
in two types: 1) active crawling and 2) passive crawling. In order to obtain the
active links, By submitting requests to the server of application, the active crawler
communicates with the application. Without actively interacting with the
application, a passive crawler operates in silence. The passive crawler operates
while using the application manually. The crawling function's score is:

1: either only an active crawler or only a passive one.

2: two types of crawlers: passive and active.

4- URLSs number covered: A step in the PEN-testing process called information
gathering includes web application crawling. At this stage, a penetration tester
aims to learn as much as possible about the web application. Counting URLs
number that the scanner crawls can be used to indicate crawler coverage. The
score increases as the URLs number covered by the scanner. Score for URLs that
are covered:
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: Less than 25%.
From 25% to 50%.
From 50% to 70%.
From 70% to 90%.
: More than 90%.

D AW N~

5-Time of scanning: The penetration tester uses the automated tool to cover a
larger area in a huge application. As a result, the time used is significant for the
scanners evaluation .Score for time of scanning:

1: At least six hours.

2: Exceeding three hours.

3: Exceeding 45 min.

4: In less half an hour.

6- Types of Scanning: In web application pen testing, there are two kinds of
scans: passive and active scan. The scanner that offers both active and passive
scan receives the highest rating in this metric. Score for Types of Scanning:

1: either only the active scan or just the passive scan.

2: scanning both actively and passively.

3: passive, policy-scan, or active.

7- Reports' characteristics: A new feature in scanners is the ability to Reports
format according to the compliance policy that needs to be examined by the
penetration tester. These standards include HIPAA, OWASP Top 10, and others.
Reports can be found in several common forms, including HTML, PDF, and
XML. The penetration tester can more easily and thoroughly analyze the
compliance policy reports. Score for Features of Reports:

0: Reports in HTML, PDF, and XML.

1: Reports of Standards compliance, including HIPAA and the OWASP Top 10.
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8- Added Features: Certain automated tools contain extensions and add-ons that
improve the scanner's ability to identify vulnerabilities. The majority of
penetration testers utilize these functionalities. Score for features and add-ons of
the extension:

0: without any extensions or add-ons.

1: includes features from extensions and add-ons.

9- Configuration simplicity: How simple it is to utilize the scanner and what
dependencies it has are determined by its simplicity of configuration. Three
configuration levels are defined: 1) Simple (Plug and Play) application that is
ready to use right out of the box, 2) Difficult: requiring certain prerequisites, like
installing PHP and Java 3) Difficult (Expert level): Requiring particular
configuration for the server and database.

10- Logging Option for Scans: In order to monitor and identify thousands of
requests and responses during PEN-testing, the logs are necessary. It's important
to log these processes so you can access them later. Result for scan logs:

0: No option to log the scan.

1: the option to log the scan.

11- Tool Cost: When choosing a tool, cost is an important factor. Even though
numerous tools have identical features and functionalities, there is a significant
price difference based on brand. Because of its active development community,
several freeware tools also outperform commercial tools in terms of functionality
and performance.

12- The capability of pausing and resuming scanning: One advantage of the
scanner is that it can be stopped and started again from the same location, which
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saves the pen-tester time when rescanning the application. Score for this
parameter:

0: No capability of pausing and resuming scanning

1: The capability of pausing and resuming scanning.

13- Coverage of the OWASP Top 10 Vulnerabilities: Penetration testers
protect their assets from vulnerabilities by using penetration testing tools to cover
the top ten vulnerabilities in their apps. The OWASP Top 10 Vulnerabilities are
important for assessing the process. Avoiding these top 10 vulnerabilities is also
an objective for software testers and developers. Based of all the vulnerabilities
that are currently present in the OWASP benchmark, this parameter will assess
the level of covered vulnerabilities. Score for coverage of vulnerabilities:

1: Under 25%

2: From 25% to 50%

3: From 50% to 70%

4: Over 70%

14- Reports of false positives: Vulnerabilities that the scanner listed as positives
but did not exist in the application are known as false positives. The scanner with
a lower rate results of false positive is better.

FPR = X100 oeeviiireeeeeinn., (1)

The false positive number's score is:
1: More than 50%

2: More than 30%

3: Below 30%

15-Reports of True Positives: The term "true positive" refers to the scanner's
accurate detection of the true vulnerability identification in the OWASP
benchmark.
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TPR = oo, )
TP+FN

The True positive number's score is:
1: less than 10%

2: Reaching 20%

3: Reaching 50%

4: More than 50%

16-Accuracy Score of the OWASP Benchmark: A traditional method of
quantifying the accuracy of a series of tests is the Youden Index, which is
essentially what the Benchmark Accuracy Score is. Youden's index is one of the
earliest metrics for evaluating accuracy. Youden's index is computed by
subtracting 1 from the total of a test's reported sensitivity and specificity, which
are expressed as a fraction of a whole number rather than as a percentage:
(specificity plus sensitivity) - 1. In the case of a test with low diagnostic accuracy,
Youden's index is equal to 0 and in the case of a perfect test it is equal to 1[24].

Youden index is equal to [25]
TP TN

TP+FN TN+FP

— 1 e, 3)

OWASF’ Benchmark Results Interpretatlon Guide
Better tha lg ng Random Guess

100%

Tool reports everything is vulnerable

w/
Tool reports vulnerabilities randomly

True Positive Rate
=

AT
- ~" Tool reports nothing is vulnerable

4
Wo ug g

70 0%
F'xlse Posmve R'nte

Figure 2: An explanation guide for OWASP
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In figure 2 the line length from the point on the graph down to the diagonal
"guessing" line represents the Benchmark Score. Remember that a benchmark
score could really be negative if a point is below the line. When the True Positive
Rate truly is lower than the False Positive Rate, this happens.

5- Implementation

We will talk about the artifact implementation in this part. To assess the tool's
scanning, crawling, and capacities for detecting vulnerabilities we have used the
OWASP benchmark test tool [26], we first set up the environment before
configuring the scan settings and beginning the benchmarking process to assess
the coverage of vulnerability detection and crawling by the scanner. Following
benchmarking, we used our evaluation approach to compare and analyze the

results.
e N
OWASP ZAP \
OWASP
a Benchmark Test Results of Comparisons
\ 4 the scan g
N test
Wapiti3 application
5
; _l{i
& 4 Hosted in ubuntu VM

Figure 3: Process of evaluating scanners

4.1 OWASP Benchmark test:

The OWASP benchmark test is a free and open-source vulnerability test case set
built on Java that is intended to assess the speed, crawler coverage, and accuracy
of automated scanners' vulnerability detection. This cutting-edge benchmarking
tool is updated frequently. It contains more than 2740 examples of vulnerabilities
from the top 10 OWASP categories. Up till now, it hasn't been utilized to assess
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the most recent versions of OWASP ZAP, wapiti3. Through the browser, go to
https://localhost:8443/benchmark/ to visit the application.

4 ubuny

<

@ <« c O &t //localho: /b & ® L B
- O\X/ASP Benchmark Test Case Index

» Available Categories

B

A

2

3 ]

(o oy 0 A (]

Figure 4: The application OWASP Benchmark

5.2 Setting Up the Environment

The following setup is part of the evaluation procedure. Setup is configured on
the Windows host computer and Ubuntu Linux virtual machine:

Step 1: Installing the scanner (OWASP ZAP, wapiti3) in order to attack the
OWASP benchmark application is part of setting up the environment. The
installation of services and apps that were dependent on it was also included. In
order to use OWASP ZAP, we first set up the browser proxy and use it to intercept
the application. Next, request by request, we manually crawled the application.
Next, using the tool, we actively crawled the application. Additional URLs were
found in the application and placed under the target scope. We updated the tool's
scope section with the target URL. Only the target URL will be intercepted and
scanned by the tool. Next, we click ZAP's "Active scan" button to begin the scan
on the benchmark target system.
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To conduct the scan for wapiti3, we use the command line interface. According
to the configuration manual's instructions, we install Wapiti.

Using the command "wapiti" and the application root URL, we carry out the
point-and-shoot scan. Additionally, we modify the command to save the scan
results in our project folder by adding switches.

Step 2: Each tool's ".xml" output is required in order to obtain the benchmark
evaluation. We default to using the ".xml" format for the scan output for OWASP
ZAP and Wapiti.

Step 3: The tool results are analyzed by the OWASP benchmark, which generates
compliance output. Every scanner's XML result file was copied to the ‘results'
folder inside the 'benchmark' root folder. To generate the benchmark results,
execute the "createScorecard.sh" command. For assessment, we have mostly
focused on the five vulnerabilities listed in the OWASP benchmark. Command
injection, XSS, SQL injection, Path Traversal, and insecure cookies are among
these ten vulnerabilities [25]. In addition to these ten vulnerabilities, we take into
account additional vulnerabilities that the scanners reported in order to assess the
scanning tool as a whole.

In the part that follows, we've talked about the benchmark test results and other
framework parameters.

6. Experimental Results

Our results from executing an experimental scan on the OWASP benchmark test
application are presented in this chapter. Additionally, we ranked the scanners by
comparing them using our framework and calculating test scores for each
scanner.

1) Tool type :
The web proxy tool, OWASP ZAP, is built on a GUI. Any user level can easily
use GUI-based tools. We discovered during our trial that ZAP was more user-
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friendly because all of the modules were readily available and had clear
instructions. One feature of OWASP ZAP is the capability to launch a browser
directly from the tool. This browser comes pre-configured with ZAP proxy, so
the user doesn't need to manually prepared it.

Conversely, Wapiti3 uses only a command line interface (CLI) and it’s a scanner
that interacts directly with the target.

2) Penetration Testing method:

Black box testing can be done by OWASP ZAP without the need for manual
intervention. Gray box test this scanner has add-ons that can manage login
requests and credentials. This can be managed in OWASP ZAP by utilizing the
"session properties" settings. The session can continue to run while the scanning
procedure is underway thanks to these add-ons' capacity to handle login-logout
requests. These tools execute the above two test types as well as the Dynamic
Security Application Test (DAST) type of test. Wapiti3 is using black box only.

3) Varieties of crawling:

OWASP ZAP have active and passive scanning feature which allows application
crawl logging while browsing the application. While wapiti3 able to crawl
actively only.

4) URLs number covered:

The OWASP benchmark contains approximately 5500 URLSs, including the pages
and activities (login, submit, etc.), ZAP was able to find 5507 URLs in the
OWASP benchmark project. 5507 URLs and Wapiti3 was able to attacked 10,327
pages for module csp ,module cookieflags , module xss ,module file, module sql
, module upload , module ssrf, module http headers, 94 pages for module exec
and 8359 pages for module redirect. Which mean both tools covered all the
benchmark URLSs.
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5) Time of scanning:
A scan with OWASP ZAP took three hours and thirty minutes and Wapiti3 scan
time was over 10 hours .It was not possible for either scanner to receive a high
score in this category. This could be because the benchmark is a big, completely
vulnerable application.

6) Types of Scanning:

OWASP ZAP outperformed Wapiti3 in types of scanning. Because OWASP ZAP
can operate in both active and passive scan options, it scored the maximum three
points, also in ZAP you can define as many scan policies as you like and you can
define the default scan policy to be used for active scans and for the attack mode.
Wapiti3 received 2 points because it's ability to use both active and passive scan
modes.

7) Reports' characteristics: In this criteria, OWASP ZAP and Wapiti3 received
a score of 0, resulting in their expected standard reports. They don't have any
more features for reporting

8) Added Features: When it came to adding extensions and add-ons for a
stronger scanner and better vulnerability detection, OWASP ZAP scored higher
points than Wapiti3. Also, it has features an upgraded marketplace where you can
install add-ons. Wapiti3 received a score of 0 since they were unable to add to
this scanner extensions and add-ons.

9) Configuration simplicity: We observed that both tools fall under the category

of being simple to configure and use. OWASP ZAP and Wapiti3 needed less
requirements, such as JAVA for OWASP ZAP and Python 3 for Wapiti3.

48 |Page




§f g Eureka Open Access Journals

Open Access | Peer Reviewed | International Journals | Multidisciplinary Areas

OPEN ACCESS JOURNALS

Eureka Journal of Computing Science & Digital
Innovation (EJCSDI)

ISSN 2760-4993 (Online) Volume 2, Issue 6, June 2026

|@ ® This article/work is licensed under CC by 4.0 Attribution

https://eurekaoa.com/index.php/10

10- Logging Option for Scans: Based on the ability to log scans, OWASP ZAP
scored 1 point, which is higher than Wapiti3.While Wapiti3 received a score of
zero due to the lack of a logging scans, OWASP ZAP was able to log every
request and response received during the scan.

11 ) Cost of the tool:

Each tool Wapiti3 and OWASP ZAP are free. To remain up to date with the latest
vulnerability detection techniques, WASP ZAP is updated more quickly than the
others, which is an excellent feature.

12- The capability of pausing and resuming scanning: Both Wapiti3 and
OWASP ZAP have the ability to stop and resume processes. Wapiti3 and
OWASP ZAP both received one point.

13- Coverage of the OWASP Top 10 Vulnerabilities:

The total amount of vulnerabilities that ZAP found is (11 high, 7 medium, 5 low
level and 10 informational). When it comes to covering the top 10 vulnerabilities
in one scan, OWASP ZAP outperforms Wapiti3. In one scan OWASP ZAP
covered the next categories: 54% command injection, 64% insecure cookie,11%
path traversal, 52% sql injection, 69% cross-site scripting (XSS) and average
score of this tool is 23%. Wapiti3 covered only following categories: 11% path
traversal, 56% sql injection, 56% cross-site scripting (XSS) and 11% is average
score of this tool.

14) Reports of false positives: Based on benchmark outcomes. OWASP ZAP
reported 1.21% while Wapiti3 was 0.00%. Both tools scored 3 points.

15) Reports of True Positives: OWASP ZAP was able to detect 23.97% and
Wapiti3 11.20% of the vulnerabilities in the application. Then OWASP ZAP
scored 2 points and Wapiti3 scored 1 point.
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16) Accuracy Score of the OWASP Benchmark: Youden Index of OWASP
ZAP is 0.2975 and Wapiti3 is 0.2155.

No. Parameters OWASP ZAP Wapiti3
1 Tool type GUI Proxy CLI scanner
2 Penetration Testing method 2 1
3 Varieties of crawling 2 1
4 URLs number covered 5 5
5 Time of scanning 2 1
6 Types of scanning 3 2
7 Reports' characteristics 0 0
8 Configuration simplicity 1 1
9 Cost of the tool Free Free
10 Logging Option for Scans 1 0
11 The capability of pausing and resuming | 1 1
scanning
12 Coverage of the OWASP Top 10 |1 1
Vulnerabilities
13 Reports of false positives 3 3
14 Reports of True Positives 2 1
Total Points 23/34 17/34
Chart Title
12
10
8
6
4
. N Hm B m. mn -
time of Varieties of Types of  Reports of false Report of true  pentration the capacity of
scanning crawling scanning positives positives  testing method pausing and
resuming
scanning

m OWASP ZAP m Wapiti3

Figure 5: ZAP and Wapiti3 score comparison by metric
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Detailed Results

Category OWEs P A W P T TR R Score

ek Encrypton Aigoritm ki) 0 wom [} % 000%

Weak Encypion Aiorthm

Weak Hasnng Agorihm
Vi Randomness k) 0 M W ] L] 0008
Weak Pardommess @

XPeh necion L) 0 5 2 0 %

00
Wiaak Hashng Algarttm k] 0 s w [} %% 0.00% 000%
0%
%
0°

Totals [ o ]

Overall Resuls' am 121% 7%

Figure 5: OWASP ZAP Results Figure 6: Wapiti3 Results

7. Conclusions

We presented a comparative evaluation of the two Pen-testing tools for web
applications (OWASP ZAP, Wapiti3) utilizing our benchmarking framework.
While every tool has advantages and disadvantages, the web proxy tool proved
to be more effective when compared to the benchmark application. ZAP
outperformed Wapiti3 across a range of areas, ZAP was superior in command
injection, insecure cookie and cross-site scripting (XSS). However, Wapiti3 fared
significantly better in SQL injection. OWASP ZAP received the highest score in
the experiments, according to our comparison framework assessment. The test
revealed that no single scanner is suitable for all types of vulnerabilities. Every
scanner operates at a different detection rate. As a result, the right scanner should
be employed to find a specific vulnerability. It is preferable to have more than
one scanner available for dynamic web app penetration testing. Not every
vulnerability is reported by every scanner. We assessed two tools in this study
using the OWASP Benchmark application. Based on this application and its build
the vulnerabilities discovered or overlooked. However, this research can be
carried out and further assessed other variety of benchmarking applications.
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Web applications are of great importance in our daily lives because of the crucial
role that these applications play in financial and social activities. At the same
time, hackers are increasingly exploiting web applications. With the
development of the technologies used to exploit these applications, it has become
difficult to develop a completely secure web application. However, it is
necessary for every organization that deals with sensitive information to ensure
the security of this information. Manual testing of vulnerabilities in these
applications requires time and effort, in addition to being expensive. While using
vulnerability scanning tools for web applications is a solution to the problems of
manual testing, it is necessary to examine The efficiency of the selected tools in
some functions such as web crawling and spamming. These tools must be able
to test application vulnerabilities such as Command Injection, Cross-Site
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Scripting, Insecure cookie, Light Weight Access Protocol (LDAP) Injection,
Path Traversal, SQL Injection.

This research was conducted with an objective of developing a framework to
compare the automated penetration testing tools. We demonstrate the
frameworks efficiency and usability using automated penetration testing tool
case studies. The research framework is based on the previous research done by
the Mayur Turuvekere and Anala A. Pandit proposing automated penetration
testing tools evaluation based on vulnerabilities identified [4]. This research
widens the evaluation matrix and provides a broader scale which includes not
only vulnerability detection, but also other parameters of the penetration testing
tools. The research is performed using statistical investigations of the outcomes
obtained from the penetration testing tools.

Research Question:

* To identify efficient automated penetration testing tool to suffice the current
day industry requirement.

Objective:

* Develop Framework to compare the web applications penetration testing tools.
* To do the research based comparative analysis of automated penetration testing
tools on recent trends in the industry.

» To demonstrate statistical investigations of the outcomes obtained from the
penetration testing tools.
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